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QUESTION 157
A customer with a single Cisco Adaptive Security Appliance wants to separate multiple segments of the e-commerce network to allow for different security policies. 
What firewall technology accommodates these design requirements?



A.    virtual contexts
B.    private VLANs
C.    admission control
D.    virtual private network



Answer: A



QUESTION 158
A customer requires resiliency and availability for applications hosted in the data center. 
What two technologies meet this requirement? (Choose two)



A.    SLB
B.    LTM
C.    GLBP
D.    GTM
E.    HSRP



Answer: BD



QUESTION 159
An engineer is designing a new data center network so that the topology maintains fewer uplinks to the aggregation layer to reduce STP processing requirements. What data center topology meets the RFP requirements?



A.    mesh
B.    top of rack
C.    star
D.    end of row



Answer: D



QUESTION 160
A network designer wants to improve security at the edge of the network and allow routing protocols to communicate without any additional configuration. 
What firewall mode meets the design requirements?



A.    routed
B.    zoned
C.    context
D.    transparent



Answer: D



QUESTION 161
A network engineer must perform posture assessments on Cisco ASA remote access VPN clients and control their network access based on the results. 
What mode is the Cisco best practice NAC deployment design for this situation?



A.    Layer 2 in-band real IP gateway mode
B.    Layer 2 out-of-band real IP gateway mode
C.    Layer 3 in-band virtual gateway mode
D.    Layer 3 out-of-band virtual gateway mode



Answer: C



QUESTION 162
What two sensor types exist in an IDS/IPS solution? (Choose two.)



A.    host
B.    anomaly based
C.    policy based
D.    network based
E.    signature



Answer: BC
Explanation:

QUESTION 163
Which configuration represents resiliency at the hardware and software layers?



A.    multiple connections and FHRP
B.    HSRP and GLBP
C.    redundant supervisor and power supplies
D.    dual uplinks and switches



Answer: A
Explanation:
Well, redundant supervisor could also be seen as resiliency at the hard & software (cause the control plane is taken over by the second sup if there is a failure on the first one)…
Again, those answers can be debated



QUESTION 164
To support the enterprise high-availability requirements, which workgroup switch technology can be used to interconnect multiple switches into a single logical unit?



A.    StackWise
B.    EtherChannel
C.    VSS
D.    vPC
E.    Flex Links



Answer: A



QUESTION 165
A network engineer must create a Layer 2 switch block design that has deterministic convergence and is loop-free at Layer 2. Which two switch block elements are needed to meet the requirements? (Choose two.)



A.    Layer 3 link between distribution switches
B.    HSRP with interface tracking on uplinks to core switches
C.    RPVST with equal bridge priority on distribution switches
D.    VLANs that do not span access switches
E.    Layer 2 link between distribution switches



Answer: AD



QUESTION 166
Which feature set enables the full OSPF routing process when using a Cisco Catalyst 3750X Switch?



A.    LAN base
B.    IP base
C.    IP services
D.    enterprise access



Answer: C



QUESTION 167
To which network layer should Cisco Express Forwarding be tuned to support load balancing and to make more informed forwarding decisions?



A.    Layer 1
B.    Layer 2
C.    Layer 3
D.    Layer 4
E.    Layer 5
F.    Layer 6
G.    Layer 7



Answer: D
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